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COMMUNICATION SYSTEM, RELAY DEVICE, 
AND COMMUNICATION CONTROL METHOD 



TECHNICAL FIELD 

[0001] The present invention relates to a communication system, a relay 
device, and a communication control method. 

BACKGROUND ART 

[0002] As Web (World Wide Web) technique has developed, services for 
downloading various applications from a Web server terminal to a Web client 
terminal via a communication network including the Internet have become 
widespread and common. A user having a client terminal accesses a Web server 
terminal using a Web browser provided in the client terminal and sends to the Web 
server terminal a download request for an application. In this process, the 
application desired by the user is downloaded from the Web server terminal to the 
Web client terminal. This technique is disclosed in Japanese patent laid-open No. 
2002-189600 for example (page 2 and page 4). 

[0003] Some applications downloaded to a Web client terminal cause a 
communication problem in that the application continues communicating with a 
Web server terminal, the downloading source. If so, unless a user cancels the 
conamunication by operating a client terminal, the communication process will 
continue almost endlessly. 

DISCLOSURE OF INVENTION 

[0004] The present invention has been presented in view of the above 
explained circumstances and an aim is to provide a communication system, a relay 
device, and a conraiunication control method that are able to regulate 
communication performed by an application, so that conmiunication and 
download problems do not occur; 

[0005] To solve the problems described above, a conununication system of 
the present invention is characterized by comprising a communication terminal; 
and a relay device for relaying data communication between the communication 
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terminal and a server; the communication terminal comprising: storage means for 
storing an application that communicates with a server via a network; sending 
means for conmiunicating with the server in response to the application; and 
before performing the conmiunication, including application related information 
related to the application in a communication request, and sending the request to 
the server; the relay device comprising: receiving means for receiving a 
communication request from the communication terminal; relay processing means 
for relaying conrniunication requested from the communication request; and in a 
case that application related information included in the communication request 
satisfies a predetermined condition, regulating the conmiunication requested from 
the communication request. 

[0006] In the configuration described above, the relay device the device 
determines whether application related information satisfies a predetermined 
condition. In a case of determining that the application related information 
satisfies a predetermined condition, the relay device regulates communication 
requested by the communication request. As explained, in a case that an 
application installed in a communication terminal satisfies a predetermined 
condition, a relay device regulates communication performed by the application; 
therefore, it is possible to reduce the burden on the relay device at peak time in 
communication. 

[0007] In a preferred embodiment, the application related information may 
also include communication identification information indicating, in a case that 
the application run by the sending means is an application of a specific type, that 
the communication is performed by an application of a specific type; and wherein, 
the relay processing means further regulates, in a case that the application related 
information includes the conmiunication identification information, 
conmiunication requested by the communication request. 
[0008] Furthermore, the application related information may also include 
activation type information indicating the activation mode of the application; and 
wherein, the relay processing means further regulates, in a case that an activation 
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type indicated by the activation type information included in the application 
related information, communication requested by the conmiunication request. 
[0009] Furthermore, the application related information may also include 
server identification information for identifying a server from which the 
application is delivered; and wherein, the relay processing means further regulates, 
in a case that the server identified by server identification information included in 
the application related information is a specific server, communication requested 
by the communication request. 

[0010] Furthermore, the application related information may also include 
application identification information for identifying the application; and wherein, 
the relay processing means further regulates, in a case that the application 
identified by application identification information included in the application 
related information is a specific application, communication requested by the 
conmiunication request. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] Fig. 1 is a diagram showing the configuration of a conmiunication 
system in the present embodiment. 

[0012] Fig. 2 is a diagram showing the configuration of a gateway server 
according to the present embodiment. 

[0013] Fig. 3 is a diagram for explaining a request message RQ according to 
the present embodiment. 

[0014] Fig. 4 is a diagram for explaining conrnaunication management table 
TA according to the present embodiment. 

[0015] Fig. 5 is a diagram for explaining a response message RS according to 
the present embodiment. 

[0016] Fig. 6 is a diagram showing the hardware configuration of Java 
enabled MS according to the present embodiment, 

[0017] Fig. 7 is a diagram for explaining Java runtime environment according 
to the present embodiment. 



[0018] Fig. 8 is a flowchart showing a communication control process 
according to the present embodiment. 

[0019] Fig. 9 is a diagram illustrating a descriptive entry of ADF. 

[0020] Fig. 10 is a diagram illustrating various locations of the profiles in Java 

runtime environment according to modification example 7. 

[0021] Fig. 1 1 is a diagram for explaining a UIM according to the 

modification example 11. 

[0022] Fig. 12 is a diagram for explaining a UIM according to the 
modification example 1 1 . 

[0023] Fig. 13 is a diagram for explaining a storage area of EEPROM 
according to the modification example 11.; 

DETAILED DESCRIPTION OF THE DRAWINGS AND THE 
PRESENTLY PREFERRED EMBODIMENTS 

A. Present Embodiment 

(1) Configuration of the embodiment 

< Configuration of communication system 100> 

[0024] Fig. 1 is a diagram showing the configuration of a communication 
system according to the present embodiment. Communication system 100 
provides a service for delivering an application written in Java (a trademark of Sun 
Microsystems, Inc.; also applies to the following description) language which is 
one of the programming languages that is dependent to a lesser degree on the 
model or the operating system to which the service is delivered. 
[0025] Conomunication system 100 comprises a content server 200 for 
providing a Java application (hereinafter, referred to as Java-enabled CS) 200, a 
gateway server 400 provided in mobile paclcet gateway relay switching center (not 
shown) for interconnecting Internet 300 and a mobile packet conununications 
network 500, and a mobile device 600 capable of downloading a Java application 
provided from Java-enabled CS 200 via Internet 300, gateway server 400, and 
mobile packet communications network 500; hereinafter, the mobile device is 
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referred to as Java-enabled MS. Communication system 100, further includes 
mobile phone networks (not shown) for providing general telephone services to 
various types of mobile devices (including Java-enabled MS 600). 
Communication system 100 typically includes plural Java-enabled CSs 200 and 
Java-enabled MSs 600; to avoid the figure from becoming complicated, one of 
each, Java-enabled CS 200 and Java-enabled MS 600 are represented in Fig. 1. 
[0026] Java-enabled CS 200 is connected to Internet 300 via a dedicated line 
to provide various Java applications (including Java applications for versus games) 
stored in database DB. Fig. 1 illustrates a case in which Java-enabled CS 200 is 
directly connected to Internet 300 via a dedicated line; the Java-enabled CS may 
also be directly connected to gateway server 400 via a dedicated line. 
[0027] Gateway server 400 is comprised of a CPU, a ROM, a computer 
having RAM, and a conmaunication device. The CPU of gateway server 400 runs 
a relay program stored in ROM and relays the transfer of data between networks 
using different communication protocols. More specifically, gateway server 400 
runs the relay program to convert both TCP/IP (Transmission Control 
Protocol/Internet Protocol) which is a standard protocol of Internet 300 and 
communication protocol for mobile packet conununication, and relays the transfer 
of data between Internet 300 and mobile packet communications network 500. 
Further to the above described data relay function. Gateway server 400 provides a 
function for regulating connumunication by a Java application installed in Java- 
enabled MS 600. 

[0028] Mobile packet conununications network 500 provides a packet 
conununication service to mobile devices (including Java-enabled MS 600) 
acconunodated in mobile packet conununications network 500. Mobile packet 
conununications network 500 includes a plurality of gateway servers 400 and base 
stations (not shown) for performing wireless communication with mobile devices 
located in wireless cells covered by the stations. 

[0029] Java-enabled MS 600 is a mobile phone equipped with an environment 
for running applications described in Java language (hereinafter, referred to as 
Java runtime environment) and is capable of running Java applications 
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downloaded from Java-enabled CS 200. Some of the Java applications installed in 
Java-enabled MS 600 perfomi communication with Java-enabled CS 200, the 
download source, each time the application is activated. In a case that such a Java 
application is activated, gateway server 400 determines whether a conmiunication 
by the Java application be permitted and according to the determination, regulates 
conmiunication by the Java application. 

[0030] A detailed configuration of gateway server 400 and Java-enabled MS 
600 included in communication system 100 will next be explained. 

< Configuration of gateway server 400> 

[0031] Fig. 2 is a block diagram showing the function configuration of 
gateway server 400. 

[0032] System control unit 410 controls each unit of gateway server 400 and 
functions as an interface between different networks; the interface function is to 
perform protocol conversion with other networks including Internet 300 and 
mobile packet communications network 500. 

[0033] Communication information management unit 420 comprises 
communication management table TA which stores various types of information 
relating to communication regulation. When receiving a request message for 
conununication via mobile packet conununications network 500 from Java- 
enabled MS 600, system control unit 410 performs the following processes. 
Referring to the request header included in the received request message, system 
control unit 410 determines whether the conmiunication request is sent from a 
Java application installed in Java-enabled MS 600. When a determination is made 
that the communication request is sent from a Java application, system control unit 
410 refers to Java application related information included in the request header 
and communication management table TA, thereby determining whether to permit 
the communication request (the details will be described later). 
[0034] Fig. 3 and Fig. 4 are diagrams explaining a request message RQ and 
conmiunication management table TA respectively. 
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[0035] As shown in Fig. 3, request message RQ comprises a request header 
RH and a request body RB. In request header RH are stored: positional 
information, such as a URL that indicates the resource location on Java-enabled 
CS 200, method information indicating the method type such as a GET method (a 
method for acquiring data from Java-enabled CS 200 to which Java enabled MS is 
connected) and a POST method (a method for sending data to Java-enabled CS 
200 to which Java-enabled MS is connected), content information indicating a 
content type (whether text or an image, for example), mobile phone identification 
information such as a telephone number or a mail address for identifying Java- 
enabled MS 600, and Java application related information. 
[0036] Java application related information is information relating to a Java 
application for performing communication request; the information includes the 
following: 

[0037] Communications identification information: Information indicating 
that a communication request is requested from a Java application; in a case that a 
communication is by a Java application, the information is indicated, for example, 
by a numeral "0". 

[0038] Java application identification information: Information for identifying 
the Java application; the information would pertain to the name of the Java 
application, for example. 

[0039] Activation type information: Information indicating the activation type 
of the Java application; the activation type includes a timer activation by a user, 
for example. 

[0040] Download source identification information: Information for 
identifying Java-enabled CS 200, a download source of the Java application; the 
information pertains to the name of the Java-enabled CS 200, for example. 
[0041] Various information to be sent to Java-enabled CS 200, an access 
point, at the time of using POST method are described in request body RB. 
[0042] On the contrary, primary communication regulating information and 
secondary communication regulating information are registered with 
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communication management table TA (refer to Fig. 4) stored in communication 
information management unit 420 of gateway server 400. 
[0043] Note that, primary communication regulating information is 
information for regulating conmiunications by Java applications, in a case that a 
gateway server is accessed from a plurality of Java applications at one time; the 
first information includes information pertaining to the communication amount 
that can be processed at one time. 

[0044] Secondary conmnunication regulating information is information for 
regulating communication by the Java application which, as a result of access, is 
likely to cause a problem in communication such as conmiunication continuing 
endlessly due to a bug. The secondary communication regulating information 
includes Java application identification information for identifying a Java 
application which conraiunicates endlessly (because of the occurrence of a bug, 
for example), that puts the conraiunication logic of the application into an infinite 
loop state; activation type information representing the activation type that causes 
a bug in a case that a bug occurs only as a result of a specific activation type, and 
download source identification information for identifying Java-enabled CS 200 
which originally provided the Java application that may already contain a bug. 
[0045] Along with primary conmiunication regulating information and 
secondary communication regulating information, current conmiunication 
information indicating the communication amount currently passing through 
gateway server 400 is registered with conmiunication management table TA. 
System control unit 410 also has the function of monitoring the communication 
amount passing through gateway server 400; and on the basis of the monitoring 
result, sets/updates current communication information registered with 
con[ununication management table TA. 

[0046] System control unit 410 refers to Java application related information 
included in the request message RQ and communication management table TA 
stored in communication information management unit 420, thereby determining 
whether to permit the communication request. In a case that the communication 
request is determined to be permitted, system control unit 410 performs a protocol 
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conversion on the request message RQ and transmits the converted message to 
Java-enabled CS 200 corresponding to positional information included in a request 
header RH. Conversely, in a case that the communication request is determined to 
not be pennitted, system control unit 410 sends to Java-enabled MS 600 a 
response message indicating that the communication request must be rejected. 
[0047] Fig. 5 illustrates a response message RS sent in the above described 
process. 

[0048] Conmiunication rejection information indicating that a conmiunication 
request be rejected and conmiunication regulation information for regulating 
conmiunication for n periods after receiving a response message RS are included 
in the message. 

[0049] In accordance with the conmaunication regulation information included 
in the response message RS, Java-enabled MS 600 that has received the response 
message RS via mobile packet conmiunications network 500 regulates the 
communication by a Java application installed in Java-enabled MS 600 for n 
seconds after receiving the response message RS. As such, communication by a 
Java application is regulated. 

< Configuration of Java-enabled MS 600 > 

[0050] Fig. 6 is a diagram showing the hardware configuration of Java- 
enabled MS 600. 

[0051] CPU 610, in accordance with various control programs stored in 
storage unit 650, controls each unit of Java-enabled MS 600. 
[0052] Wireless coramunication unit 620 is equipped with an antenna and 
controls wireless conmiunication between base stations. Under control of CPU 
610, wireless conmiunication unit 620 generates wireless signals by superposing 
data relating to a transmitter voice, or data for packet communication on a carrier 
wave and transmits the signal to base stations via antenna 621; conversely, the 
communication unit demodulates wireless signals received from base stations via 
antenna 621 and acquires data relating to a receiving voice, or data for packet 
communication. 
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[0053] Operation input unit 630 is equipped with power on/off key and 
operation keys for inputting numerals, words, and operation instructions; and by 
which outputs the operation signals to CPU 610 in response to the key operations. 
[0054] Communication processing unit 640 includes a microphone or a 
speaker, a voice processing unit (not shown) for example; and under control of 
CPU 610, performs communication processing including calling 
connection/disconnection process. Display unit 645 has a LCD (Liquid Crystal 
Display) or a drive circuit for performing display control of LCD; by which the 
unit displays information in the form of various characters, images or text. 
[0055] Storage unit 650 includes ROM 651, RAM 652, and non-volatile 
memory 653 including SRAM (Static-RAM) or EEPROM (Electrically Erasable 
Programmable Read Only Memory). 

[0056] Various programs executed by CPU 610 are stored in ROM 651. 
ROM 651 stores OS for Java-enabled MS 600, software such as a Web browser 
for viewing applications written in HTML (HyperText Markup Language) using 
an HTTP (HyperText Transfer Protocol) or an HTTPS (Hypertext Transfer 
Protocol Security) (hereinafter, referred to as micro-browser), and software for 
providing the above-described Java runtime environment. 
[0057] RAM 652 is used as a work memory of CPU 610 and is used for 
temporarily storing various data, and is also used at the time of running a Java 
application installed in Java-enabled MS 600. 

[0058] Non-volatile memory 653 has an application storage memory 653a. 
Application storage memory 653a stores in correspondence with Java applications 
downloaded from Java-enabled CS 200, data to be stored even after the execution 
of a Java application ends (hereinafter, referred to as permanent data), and 
information required for preparing request message RQ (refer to Fig. 3) which is 
sent to Java-enabled CS 200, the download source, at the time of starting 
communication; the information includes method information or Java application 
related information. 
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<Java runtime environment> 

[0059] Fig. 7 is a diagram for explaining the configuration of Java runtime 
environment provided in Java-enabled MS 600. In the following explanation, 
suppose that Java-enabled MS 600 is provided with a Java runtime environment 
installed in a device which, compared to a personal computer (hereinafter, referred 
to as PC) strictly regulates the use of computing resources such as a CPU, a 
memory, and a hard disk; in the current explanation, the Java runtime environment 
is J2ME:Java 2 Micro Edition. J2ME introduces two conceptions, namely. 
Configuration and Profile; in the present embodiment, suppose that CLDC 
(Connected Limited Device Configuration) applicable to a device having low 
processing ability is used as Configuration and a profile uniquely developed by 
providers engaged in delivery management business (hereinafter, referred to as 
original Java extended profile) is used as Profile. 
[0060] A native application is an application for providing voice 
communication function or function for analyzing/running applications written in 
mobile device-enabled markup language; the application comprising software for 
providing browser function (a micro-browser), software for providing telephone 
book function, software for providing network conraiunication function. 
[0061] KVM (Kilo Virtual Machine) is made by redesigning JVM (Java 
Virtual Machine) as a small-sized built-in device such as a mobile device, and the 
KVM is operable by a memory of kilo byte unit (the "K" of KVM is derived from 
the fact that the machine requires a memory by a kilo byte unit for operation). 
JVM is software for interpreting/running Java applications. 

[0062] CLDC class library includes classes which is a subset transferred from 
J2SE (Java 2 Standard Edition; Java rantime environment supposed to be installed 
in PC), an upper edition of J2ME, and classes specific to CLDC. 
[0063] Original Java extended library is a class library for enabling the 
realization of the function of the above described original Java extended profile; 
the library enables the realization of the Java extended profile by utilizing various 
classes provided from each class library or an API (Application Program Interface; 
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a protocol defining the processes in a program at the time of using OS or various 
libraries ). 

[0064] API typically refers to a protocol used at the time of calling a class in 
each library; hereinafter, for the sake of explanation, classes provided from each 
library are referred to as API. 

[0065] APIs provided from the original Java extended library includes a 
networking interface API, a user interface API, and a second storage API. 
[0066] A networking API is an API for supporting the connection with 
network resources specified by a URL (such as Java-enabled CS 200), and the API 
supports the network connection using an HTTP (Hyper Text Transfer Protocol) 
conmiunication and HTTPS (Hypertext Transfer Protocol Security) 
communication. A user interface API is an API for providing various user 
interface functions. A second storage API is an API for supporting function of 
reading/writing data in a second storage. 

[0067] Java-enabled MS 600 of the present embodiment installs manufacturer 
proprietary extended library, additionally given by each mobile device 
manufacturer for providing its unique function, along with the above-explained 
CLDC class library and original Java extended library. 
[0068] JAM (Java Application Manager) is software for providing the 
fimction of n^naging a Java application installed in Java-enabled MS 600. More 
specifically, JAM provides the following fimctions; a function for determining 
whether a Java application is available; a fiinction for list displaying Java 
applications stored in Java-enabled MS 600; a function for activating or 
performing a shut down on a Java application; a function for installing or updating 
a Java application; and a function for deleting the existing Java applications stored 
in Java-enabled MS 600. 

[0069] A first storage is a storage mechanism for storing Java applications 
downloaded from Java-enabled CS 200, or information required for preparing the 
above described request message RQ (refer to Fig. 3). 
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[0070] A second storage is a storage mechanism for storing the above- 
described permanent data, and is given a different storage area for each Java 
application installed in Java-enabled MS 600. 

[0071] Various software forming Java runtime environment are executed by 
hardware resources such as CPU provided in Java-enabled MS 600. 
[0072] Next, communication operations of a Java application that 
communicates with Java-enabled CS 200, the download source, each time the 
application is activated will be explained. In the following explanation, suppose 
that a user sets the activation timing of the Java application (a timer activation set 
by a user), and the Java application communicates with Java-enabled CS 200, the 
download origin, according to the timing being set. 

(2) Operations of Embodiment 

[0073] A user manipulates the operation keys of Java-enabled MS 600 to 
select a Java application and sets the activation timing of the Java application (the 
application may be activated every 30 minutes). Information relating to a Java 
application selected and activation timing set by a user is stored in non-volatile 
memory 653 of Java-enabled MS 600. Referring to the information stored in non- 
volatile memory 653 and a timer (not shown), CPU 610 determines whether it is 
time to activate the selected Java application. 

[0074] When determining that it is time to activate the Java application, CPU 
610 generates a request message RQ, shown in the above Fig. 3, to start 
conoutnunication between the Java application and Java-enabled CS 200, the 
download source. To describe it more specifically, CPU 610 reads out firom non- 
volatile memory 653: location information indicating the resource location stored 
in correspondence with the Java application; method information indicating a 
method type; content information indicating a content type; mobile device 
identification information such as a telephone number; and the above described 
Java application related information, and describes them in request header RH; 
and in a case of using POST method as a method type, describes in request body 
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RB various information to be transmitted to Java-enabled CS 200 to prepare 
request message RQ. 

[0075] When the request message RQ is prepared, CPU 610 sends the 
conmiunication unit 620 to Java-enabled CS 200 via conmiunication unit 620 and 
antenna 621. The request message RQ is received by gateway server 400 that 
relays sending/receiving of data between Java-enabled MS 600and Java-enabled 
CS 200. System control unit 410 of gateway server 400 refers to communications 
identification information included in the request header RH of the received 
request message RQ and detenxiines whether the communication request is sent 
from a Java application or from a micro-browser using HTML base. 
[0076] In a case that a conununication request is determined to be sent from 
micro-browser, system control unit 410 performs conmiunication processes such 
as subjecting the request message received from Java-enabled MS 600 to protocol 
conversion and transmits the message to a server (not shown) corresponding to a 
URL. Conversely, in a case that a communication request is determined to be sent 
from a Java application, system control unit 410 reads out a communication 
control program stored in ROM to perform the communication control processes 
shown in Fig. 8. 

[0077] When receiving a request message RQ from Java-enabled MS 600 
(step SI), system control unit 410 determines whether to permit the 
communication request, by referring to communication management table TA 
stored in communication information management unit 420. Specifically, system 
control unit 410 compares current communication information registered with the 
communication management table TA (the information is, for example, the traffic 
running through gateway server 400 at that point) with first communication 
information registered with conmiunication management table TA (information 
for regulating communication from Java applications in a case that a plurality of 
Java applications access gateway server simultaneously). 
[0078] In a case of determining that the traffic indicated by current 
communication information is heavier than the traffic indicated by first 
communication information (step S2; NO), system control unit 410 prepares 
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response message RS (refer to Fig. 5) including communication rejection 
information for rejecting a communication request, or communication regulation 
information for not allowing communication for (n) seconds after receiving the 
response message RS (step S3) and sends the message to Java-enabled MS 600 via 
mobile packet conamunications network 500 (step S4) to end the processes. 
[0079] On the other hand, in a case that the traffic indicated by current 
communication information is lower than the traffic indicated by a first 
communication information, system control unit 410 compares Java application 
related information included in the request header RH of the received request 
message RQ with secondary communication regulating information registered in 
conraiunication management table TA. As described above, secondary 
communication regulating information includes information relating to Java 
applications which may cause conmiunication trouble such as endless continuation 
of communication due to the presence of a bug. 

[0080] In a case that a determination is made that a conmiunication request 
from a Java application is to be rejected (step S2; NO), because Java application 
identification information included in secondary communication regulating 
information and Java application identification information included in request 
message RQ agree with each other, system control unit 410 prepares response 
message RS (step S3), which is the same process as described above, and sends 
the message to Java-enabled MS 600 via mobile packet communications network 
500 (step 84) to end the processes. 

[0081] In a case that a determination is made that the traffic indicated in 
current conrnfiunication information is lower than the traffic indicated in 
conmiunication regulation information, and that there is no conomon information 
between various information included in Java application related information and 
various information included in secondary conununication regulating information, 
system control unit 410 determines that a conmiunication request from the Java 
application is to be permitted (step S2; YES) and proceeds to step S5- In step S5, 
system control unit 410 subjects the request message received fi"om Java-enabled 
MS 600 to protocol conversion and transmits the message to Java-enabled CS 200 
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corresponding to positional information included in request header RH to end the 
processes. 

[0082] When receiving the request message RQ from gateway server 400 via 
Internet 300, Java-enabled CS 200 conmxunicates to Internet 300 text data and 
image data corresponding to positional information included in the request 
message RQ. As such, the text data and image data are sent to Java-enabled MS 
600 via gateway server 400. When receiving the data, CPU610 of Java-enabled 
MS 600 activates a confirmation dialogue (not shown) to notify a user that the data 
reception completed successfully, displays the dialogue on display unit, and ends 
conraiunication with Java-enabled CS 200. 

[0083] As explained, according to the present embodiment, in a case that 
conmiunication is performed between a Java application installed in Java-enabled 
MS 600 and Java-enabled CS 200, the download source, gateway server 400 that 
relays the communication refers to both Java application related information 
request included in a message RQ sent from Java-enabled MS 600 and 
communication management table TA stored in communication information 
management unit 420, thereby determining whether to permit the communication 
request. In a case that the communication request is permitted, gateway server 
400 transmits the request message RQ to Java-enabled CS 200; in the case that the 
conmiunication request is rejected; the server does not transmit the request 
message RQ to Java-enabled CS 200, but sends to Java-enabled MS 600 response 
message RS indicating the rejection of the conmiunication request. 
[0084] Primary communication regulating information for regulating 
conununication from Java applications in a case that a plurality of Java 
applications access gateway server simultaneously is included in conmiunication 
management table TA. Gateway server 400 regulates the communication from a 
Java application by comparing the first communication information with current 
conmiunication information; thus, gateway server 400 is capable of reducing the 
load at peak time even at the time when traffic temporarily passing through 
gateway server 400 is anticipated to be excessively high, such as the end of a year. 
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[0085] Communication management table TA further includes secondary 
communication regulating information for identifying Java applications that are 
likely to cause a traffic malfunction such as communicating endlessly due to the 
presence of a bug. Gateway server 400 regulates the conmaunication from a Java 
application by comparing the secondary communication information with current 
communication information; thus, even in a case that a Java application that is 
likely to cause the above described traffic malfunction performs a communication 
request, gateway server 400 is able to reject a communication request from the 
Java application and to prevent a conmtiunication problem occurring because of 
the Java application. 

[0086] As explained, by regulating the load at peak time and preventing the 
above described communication malfunction, the problem including a breakdown 
at gateway server 400 (namely, the communication relaying function of gateway 
server 400 breakdowns) caused by the communication malfunction is pre-empted. 
[0087] Even in a case that Java-enabled MS 600 is installed with a Java 
application that is likely to cause a traffic malfunction, gateway server 400 
regulates communication from the Java application. Therefore, a problem such as 
communication being performed between the Java application and Java-enabled 
CS 200, the download source of the Java application, without a request from a user 
of Java-enabled MS 600 and the resulting communication fees unexpected by the 
user will be pre-empted. 

B. Modifications 

[0088] One embodiment of the present invention has been explained; 

however, the above embodiment is simply an example and various modifications 
are applicable to the embodiment described above within the scope of the object of 
the present invention.. 

< Modification Example 1> 

[0089] In the above described embodiment, an activation mode of a Java 
application installed in Java-enabled MS 600 is illustrated, wherein; a Java 
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application is activated by following the activation timing set by a user. However, 
in another embodiment, in a case that a Java application installed in Java-enabled 
MS 600 is an application downloaded from Java-enabled CS 200, the present 
invention is also applied to an embodiment in which a Java application is activated 
following the timing information described in ADF shown below. 
[0090] A Java application being downloaded from Java-enabled CS 200 
comprises a JAR file of several tens of kilobytes containing program files of a 
Java application body and resources such as image or voice files, and a text file of 
several tens of kilobytes called ADF (Application Descriptor File) describing 
various types of information relating to the JAR file. 
[0091] Fig. 9 is a diagram illustrating a descriptive entry of ADF. 
[0092] ADF contains file size information indicating the size of JAR file 
(such as 10 kilobytes), URL information indicating the storage location of the JAR 

file (such as http://www ), and model information indicating the model of 

mobile device that is able to use the JAR file (such as DCMH 505). 
[0093] At the time of downloading a desired Java application from Java- 
enabled CS 200, a user having Java-enabled MS 600 accesses Java-enabled CS 
using a micro-browser of 200 to download an ADF. When an ADF is 
downloaded, Java-enabled MS 600 refers to the contents described in the ADF and 
judges whether the Java application is available. Only in a case that the Java 
application is judged to be available, Java-enabled MS 600 downloads a JAR file 
using URL information described in the ADF. 

[0094] Thus, a JAR file is not directly downloaded; instead, the reduction in 
conmiunication fees is achieved by using a model wherein, an ADF, the size of 
which is smaller than a JAR file, is downloaded to check only the basic items. 
[0095] An ADF contains essential items: such as file size information 
indicating the size of JAR file (such as 10 kilobytes); URL information indicating 

the storage location of the JAR file (such as http://www ); and model 

information indicating the model of a mobile device that is able to use the JAR file 
(such as DCMH 505), and option item such as timing information indicating the 
auto-activation timing (such as every 45 minutes) (refer to Fig. 9). 
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[0096] In Java-enabled MS 600 installed with the Java application, the Java 
application is activated in accordance with timing information described in an 
ADF. In a case that the Java application is an application that communicates with 
Java-enabled CS 200 (the download source) each time the application is activated 
(the Java application being activated on the basis of the timing information) to 
conraiunicate with Java-enabled CS 200 (the download source). When the Java 
application communicates with Java-enabled CS 200 (the download source), 
request message RQ including activation type information that indicates that the 
activation is caused by an ADF is sent from Java-enabled MS 600 to gateway 
server 400. 

[0097] Even in the case of activating the type of Java application that 
communicates with Java-enabled CS 200 (the download source) in accordance 
with timing information described in an ADF, gateway server 400 that relays the 
communication refers to Java application related information, included in a 
request message RQ sent from Java-enabled MS 600, and to communication 
management table TA stored in conmnunication information management unit 420, 
thereby determining whether to permit the communication request. In the case of 
rejecting the conmiunication request, the gateway server cancels the transmission 
of request message RQ to Java-enabled CS 200 and sends a response message RS 
indicating the rejection of the communication request to Java-enabled MS 600. 
Consequently, the same effects as those of the above-described embodiment are 
achieved. 

[0098] Explanations have been illustrated including the following modes: 
activating a Java application by following the activation tintiing set by a user: 
activating a Java application by following the timing information described in an 
ADF. In a preferred embodiment, the activating mode described below is also 
used. 

[0099] a) A mode in which a Java application is activated immediately after 
being downloaded 

[00100] b) A mode in which the activation of a Java application is triggered by 
an e-mail distributed to Java-enabled MS 600 
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[00101] c) A mode in which the activation of a Java appHcation is triggered by 
commands received by an external equipment interface provided in Java-enabled 
MS 600 (IrDA, Bluetooth ) 

[00102] d) A mode in which a Java application is activated on the basis of 
intervals instmcted by Java-enabled CS 200 

[00103] Along with activating modes as illustrated in the above a) through d), 
another mode exists; wherein, a Java application set for standby display is 
activated for a predetermined time period (the application may be activated for 50 
seconds starting at 2 A.M., for example). In a case that the Java application 
installed in Java-enabled MS 600 conmiunicates with Java-enabled CS 200, the 
download source, a request message RQ including activation type information that 
indicates the activating mode being used is sent to Java-enabled CS 200. As 
illustrated, various activating modes are used; the type of activating mode to be 
used is changeable depending on the design of Java-enabled MS 600. 

< Modification Example 2> 

[00104] In the present embodiment stated above, an explanation is given in 
which all of the information: communication identification information; Java 
application identification information; activation type information; and download 
source identification information are included in Java application related 
information. In a preferred embodiment, communication identification 
information, for example, may only be included in Java application related 
information. That is, only primary communication regulating information is 
registered with communication management table TA, and a determination as to 
whether to permit communication by a Java application is made with reference to 
the primary communication regulating information and current communication 
information. Similarly, only activation type information may be included in Java 
application related information; in this embodiment, only activation type 
information which may be a secondary communication regulating information is 
registered with conmiunication management table TA, and referring to the 
activation type information registered as the secondary communication regulating 
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information and activation type information included in request message RQ, a 
determination is made as to whether to permit conmiunication by a Java 
application. 

[00105] Similarly, only download source identification information may be 
included in Java application related information; in this embodiment, only 
download source identification information which may be a secondary 
communication regulating information is registered with conrununication 
management table TA, and referring to the download source identification 
information registered as the secondary communication regulating information and 
download source identification information included in request message RQ, a 
determination is made as to whether to permit communication by a Java 
application. 

[00106] Furthermore, Java application identification information may be 
included in Java application related information; in this embodiment, only Java 
application identification information which may be secondary communication 
regulating information is registered with conraiunication management table TA, 
and referring to the Java application identification information registered as 
secondary communication regulating information and Java application 
identification information included in request message RQ, a determination is 
made as to whether to permit communication by a Java application. 
[00107] As illustrated, whether to permit communication by a Java application 
may be determined using either one type of information included in a Java 
application related information or a plurality of types of information. 
[00108] In the case of using an activation type information to determine 
whether to permit communication, rejection of the communication by the Java 
application described in Java language along with applications written in other 
programming languages is also achievable as long as the application is activated 
by the same activating mode as an activating mode identified by the activation 
type information. 
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< Modification Example 3> 

[00109] In the present embodiment stated above, an embodiment in which 
conmiunication by a Java application is rejected is illustrated as one embodiment 
for regulating communication by a Java application; in another embodiment, 
however, amount of traffic, duration of communication, and the time of 
communication may also be regulated by comparing Java application related 
information included in request message RQ with communication management 
table TA. Namely, communication regulation on the above-described Java 
application according to the present modification can be arbitrarily changed 
depending on the design of gateway server 400. 

< Modification Example 4> 

[00110] In the embodiments described above, communication identification 
information indicating that a conamunication request is sent from a Java 
application, Java application identification information for identifying the Java 
application, activation type information indicating the activation mode of the Java 
application, download source identification information for identifying Java- 
enabled CS 200, the download source of the Java application, are illustrated as 
Java application related information included in a request message RQ. 
Conversely, Java application related information may also be version information 
of a Java application. Consequently, any information relating to the Java 
application is used as Java application related information. 
[00111] In the present embodiment described above, Java application 
identification information, activation type information, download source 
identification information are illustrated as secondary communication information 
registered with a conununication management table TA; as in the case of the 
above-described Java application related information, any information for 
identifying a Java application that may cause communication problem is used as 
secondary communication regulating information. 

[00112] Specifically, any information is used as Java application related 
information and secondary conmiunication regulating information as long as 
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gateway server 400 is able to determine whether to permit a communication 
request in a case that gateway server 400 receives a request message RQ. 

< Modification Example 5> 

[00113] In the present embodiment described above, an explanation is given 
with respect to an example in which conmiunication rejection information for 
rejecting a communication request and conmiunication regulation information for 
regulating communication for n seconds, when receiving the message, are 
included in a response message RS; however, a response message including only 
communication rejection information, or a response message including a 
communication frequency (communication frequency in one day), amount of 
traffic (amount of traffic in one day), and duration of communication (duration of 
communication in one day), as the communication regulation information may 
also be used. 

< Modification Example 6> 

[00114] In the present embodiment described above, to prevent in advance a 
problem occurring such as information flowing to other servers, the 
communication party of a Java application is limited to Java-enabled CS 200, the 
download origin; servers other than Java-enabled CS 200, the download origin, 
may also be set as the communication party of a Java application. In the present 
embodiment and the modifications described above, an explanation is given with 
respect to an example in which communication is performed using HTTP and 
HTTPS; the conmiunication protocol used in conmiunication may be arbitrarily 
changed depending on the design of Java-enabled MS 600. 

< Modification Example 7> 

[00115] In the present embodiment described above, a Java application 
downloaded from Java-enabled CS 200 is illustrated as an example; the present 
invention is also applicable to the Java application preinstalled in a Java-enabled 



24 



MS 600 (an original Java application prepared by a carrier providing Java-enabled 
MS 600). 

< Modification Example 8> 

[00116] Furthermore, the functions of the Java-enabled MS 600 or gateway 
server 400 explained in the embodiments described above are also achieved by 
using software. Specifically, a server including either the software or a storage 
medium (a memory card) storing the software installs in either a storage unit of 
Java-enabled MS 600 or a memory (not shown) of gateway server 400 via a 
transmission media (mobile packet communications network). As described 
above, the stated functions are also realized by using software. 

< Modification Example 9> 

[00117] Fig. 10 is a diagram illustrating various locations of the profiles in Java 
runtime environment provided in Java-enabled MS 600. 

[00118] In the present embodiment described above, an explanation is given 
with respect to a mobile device installed with CLDC as a configuration and 
original Java extended profile as a profile (refer to A shown in Fig. 10); in the 
place of original Java extended profile, the present invention is also applicable to a 
mobile device provided with a profile defined, by undergoing a standardization 
process of Java (Java Community Process; JCP), for a mobile terminal (MIDP; 
Mobile Information Device Profile) such as mobile device (refer to B shown in 
Fig. 10), or to a mobile device provided with original Java extended profile and 
MIDP (refer to C shown in Fig. 10). 

[00119] In the present embodiment described above, a mobile device such as a 
mobile phone is illustrated as one example of a small terminal; the present 
invention is also applicable to any small terminal provided with CLDC such as 
PDS or PHS (Personal Handyphone System). Furthermore, the present invention 
is not limited to a small-size terminal provided with CLDC, and is also applicable 
to a medium-size terminal or a large-size terminal including a car navigation 
system or a set-top box provided with CDC (Connected Device Configuration). In 
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a medium-size terminal or a large-size terminal provided with CDC, a profile such 
as "J2ME Foundation Profile" is provided and JVM is equipped instead of VIM. 

< Modification Example 10> 

[00120] In the present embodiment described above, an explanation is given 
with respect to a case where gateway server 400 regulates conmiunication by a 
Java application installed in Java-enabled MS 600; the conmiunication 
management table TA may also be stored in base stations acconraiodated in for 
example, mobile packet communications network 500, thereby allowing the base 
stations to regulate communication from a Java application. Therefore, the present 
invention is applicable to any device, as long as the device is accommodated in 
mobile packet communications network 500 and relays the conmiunication 
between Java-enabled MS 600 and Java-enabled CS 200 (equivalent to "relay 
device" described in Claims). 

< Modification Example 1 1> 

[00121] In the present embodiment described above, an explanation is given 
with respect to the case where a Java application is stored in application storage 
memory 653a of Java-enabled MS 600; a Java application may also be stored in a 
UIM (User Identity Module) used for third generation mobile phone. 
[00122] Fig. 1 1 and Fig. 12 are diagrams for explaining a UIM 700. 
[00123] UIM 700 is an IC card which is removable from Java-enabled MS 600; 
the UIM comprises a CPU 710 for controlling each part of UIM 700 on the basis 
of the control program stored in ROM 720, a UIM interface 715 for connecting the 
UIM to Java-enabled MS 600, a RAM 725 for temporarily storing data provided 
from Java-enabled MS 600, and an EEPROM 730 in which a Java application is 
stored. Fig. 13 is a diagram for explaining a storage area of EEPROM 730. 
[00124] EEPROM 730 has a user information storage area 731, or an 
application storage area 732. 
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[00125] User information storage area 731 stores information specific to a user 
carrying UIM 700; the information includes subscriber number, outgoing history 
information, incoming history information, conmiunication time information. 
[00126] Application storage area 732 stores various types of information stored 
in the above-described application storage memory 653a; namely, the information 
includes a Java application downloaded from Java-enabled CS 200 or a permanent 
file, or information required to prepare a request message to be sent to Java- 
enabled CS 200, the download origin. The Java application stored in application 
storage area 732 may be an application downloaded from Java-enabled CS 200 to 
UIM 700 via Java-enabled MS, or an application pre-stored in UIM 700. 
[00127] Now, in a state that information specific to a user and a Java 
application are stored in UIM 700, when an instruction to start conmiunication is 
given by the Java application, CPU 710 of UIM 700 (or CPU 610 of Java-enabled 
MS 600) generates a request message RQ and sends the message to Java-enabled 
CS 200 via Java-enabled MS 600. Since the communication regulation operation 
performed at gateway server 400 is the same as the present embodiment described 
above, an explanation will be omitted. 

[00128] As explained above, by having gateway server 400 performing 
communication regulation on a Java application stored in UIM 700, a 
conununication regulation is not achievable for each mobile device, but for each 
user. As a result, the occurrence of a problem in conmiunication is prevented for 
example, by rejecting at gateway server 400 a conmiunication request from an 
illegal user. In the present modification, UIM 700 is illustrated as a 
communication terminal that stores a Java application; however, the present 
invention is not limited thereto, and is applicable to any conmiunication terminal 
having conununication function for concununicating between external equipments 
and Java runtime environment such as J2ME (Java 2 Micro Edition), J2SE (Java 2 
standard edition), and J2EE (Java 2 Enterprise Edition). In the present 
embodiment described above, a Java application written by Java is illustrated as an 
example; however, the present invention is also applicable to applications written 
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by any programming language, as long as the application communicates 
gateway server 400. 



